eSTAR v6.2 vs v7.0 — Cybersecurity Source Extract

Blue Goat Cyber companion document for the eSTAR v6.2 vs v7.0 Cybersecurity: What Actually Changed guide.
The original FDA eSTAR PDFs are XFA forms that only render in Adobe Reader. This document reproduces the
cybersecurity-relevant text and structure we extracted from both templates, so the diff is readable in any browser.

Source: FDA Non-In Vitro Diagnostic (nlVD) eSTAR v6.2 (retiring Aug 3, 2026) and v7.0 (released Jun 1, 2026). Extracted June 20,
2026

1. Structural diff — Cybersecurity subform

eSTAR v6.2
<subf orm nane="Cybersecurity"/>
<subform nane="Interoperability"/>

eSTAR v7.0 (new Controls child subform with one free-text field)
<subf or m nane="Cybersecurity">
<subf or m nane="Control s">
<fi el d nanme="CSText Fi el d595"/ >
</ subf or n»
</ subf or n»
<subform nane="Interoperability"/>

2. Digital Health Resources bullet list

V6.2 v7.0

» Mobile Apps including Mobile Medical Apps; » Mobile Apps including Mobile Medical Apps

» Machine Learning; (MMA);

» Advanced Analytics; * Software as a Medical Device (SaMD);

* Cloud Technology; * Artificial Intelligence / Machine Learning (Al/ML);
* Wireless Communication; » Medical Device Data Systems (MDDS);

* Interoperability with other devices or systems; * Clinical Decision Support (CDS) software;

« Software as a Medical Device; and » Advanced Analytics;

* Cybersecurity. * Cloud Computing;

* Cybersecurity and Interoperability, and;
* Wireless Technologies.



3. Cybersecurity instructional text present in both v6.2 and v7.0

An SBOM should include both the device manufacturer-developed components and third-party components,
including purchased/licensed software and open-source software, and

the upstream software dependencies that are required/depended upon by proprietary, purchased/licensed, and
open-source software.

C) Cryptography: Cryptographic algorithms and protocols are recommended to be implemented to achieve the
secure by design objectives outlined in Section IV of the Cybersecurity guidance.

Choosing "No" will hide the questions in the Software, Cybersecurity, and Interoperability section below.
Cybersecurity Section 524B of the FD&C Act

Cybersecurity in Medical Devices: Quality Management System Considerations and Content of Premarket
Submissions

D) Code, Data, and Execution Integrity: Please see Appendix 1.D of the cybersecurity guidance for
recommendations to address integrity issues.

For additional recommendations on remediating and reporting cybersecurity vulnerabilities, refer to FDA
guidance entitled "Postmarket Management of Cybersecurity
in Medical Devices".

Framing Software Component Transparency: Establishing a Common Software Bill of Materials (SBOM)

Manufacturers should provide machine-readable SBOMs (e.g., in SBOM formats such as SPDX or CycloneDx
with serialization/file formats such as JSON, XML, or YAML) consistent

with the minimum elements (also referred to as "baseline attributes") identified in the October 2021 National
Telecommunications and Information Administration (NTIA)

Multistakeholder Process on Software Component Transparency document "Framing Software
ComponentTransparency: Establishing a Common Software Bill of Materials (SBOM)."

Medical Device Licence Applications: Cybersecurity Requirements

Only provide documentation regarding Cybersecurity and Interoperability if the device/system fulfills any of the
following criteria:

Penetration testing

Please refer to the FDA guidance documents entitled "Cybersecurity in Medical Devices: Quality Management
System Considerations and Content of Premarket Submissions,"

"Postmarket Management of Cybersecurity in Medical Devices," as well as "Design Considerations and
Pre-market Submission Recommendations for Interoperable Medical

Devices," for FDA's recommendations regarding premarket submission documentation.

Please see the Cybersecurity guidance Appendix 1.A - 1.H for more information regarding these elements.
Postmarket Management of Cybersecurity in Medical Devices

Providing documentation regarding the Cybersecurity is required if the submission is a 510(k), PMA, De Novo, or
HDE, and any of the above conditions are met.

The SBOM could also follow another industry best practice or standard if it contains the relevant information.



The recommended cybersecurity documentation in this section is consistent with the FDA guidance entitled
"Cybersecurity in Medical Devices: Quality Management System

Considerations and Content of Premarket Submissions" which is intended to help manufacturers meet their
obligations under section 524B of the FD&C Act. If you provide

alternative documentation other than what is recommended, please provide a description of the alternative
documentation and a justification for why it is adequate.

» Manufacturers should ensure the adequacy of each cybersecurity risk control (e.g. security effectiveness in
enforcing the specified security policy, performance for maximum traffic conditions,
stability, and reliability, as appropriate).

» Manufacturers should provide details and evidence of testing that demonstrates effective risk control measures
according to the threat models provided in the global system, multi-patient harm,
updatability and patchability, and security use case views.

* The testing should identify and characterize security-related issues via tests that focus on discovering and
exploiting security vulnerabilities in the product. Penetration test reports should be

provided and include the following elements: Independence and technical expertise of testers; Scope of testing;
Duration of testing; Testing methods employed; Test results, findings, and observations.



4. What this means

Template-level cybersecurity changes from v6.2 to v7.0 are limited to:

* One new Controls free-text field inside the Cybersecurity subform.

» The Digital Health Resources bullet list relabeling (Cybersecurity now paired with Interoperability).

» Refreshed Recognized Consensus Standards dropdown entries (e.g. AAMI CR515:2025 on ML cybersecurity,
IEEE 11073-40101/40102 formatting).

What did NOT change in the template: there is no new Metrics field, no Architecture Views field, no separate
VEX upload field, and no caption naming AAMI SW96:2023. Those are expectations under the FDA's February 3,
2026 final premarket cybersecurity guidance — not v7.0 template fields.

Build to the guidance, package to the template.



