
FDA nIVD eSTAR v6.2
Cybersecurity Section — Readable Extract
Cleaned, browser-readable extract of only the cybersecurity-related questions, instructions, and help text
from the FDA Non-In Vitro Diagnostic (nIVD) eSTAR v6.2 template. Non-cybersecurity sections (clinical,
biocompat, sterility, labeling logistics, etc.) have been removed for clarity.

How to read this document. Each section below corresponds to a cybersecurity topic area inside the
eSTAR template. Yellow callouts are direct help-text quotes from the FDA form. For the full template (every
non-cyber section included), see the unfiltered readable extract.
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Overview & Scope

Choosing "No" will hide the questions in the Software, Cybersecurity, and Interoperability section below.

Only provide documentation regarding Cybersecurity and Interoperability if the device/system fulfills any of
the following criteria:

• Can communicate with other devices/systems,

• Has a network/server connection or potential for a future network/server connection that should be disabled,

• Has the potential for unused ports for network connections,

• Uses any form of wireless communication (e.g. Bluetooth, Wi-Fi, cellular, RF, inductive),

• Has a USB port/physical media access (e.g. memory card, JTAG),

• Allows for software/firmware downloads (e.g. software/firmware updates or patching),

• Allows for cloud storage or cloud services.

Providing documentation regarding the Cybersecurity is required if the submission is a 510(k), PMA, De
Novo, or HDE, and any of the above conditions are met.

The recommended cybersecurity documentation in this section is consistent with the FDA guidance entitled
"Cybersecurity in Medical Devices: Quality Management System Considerations and Content of Premarket
Submissions" which is intended to help manufacturers meet their obligations under section 524B of the FD&C
Act. If you provide alternative documentation other than what is recommended, please provide a description of
the alternative documentation and a justification for why it is adequate.

Cybersecurity Section 524B of the FD&C Act

Threat Modeling & Architecture Views

• Manufacturers should provide details and evidence of testing that demonstrates effective risk control
measures according to the threat models provided in the global system, multi-patient harm, updatability and
patchability, and security use case views.

SBOM (Software Bill of Materials)

An SBOM should include both the device manufacturer-developed components and third-party components,
including purchased/licensed software and open-source software, and the upstream software dependencies
that are required/depended upon by proprietary, purchased/licensed, and open-source software.

Manufacturers should provide machine-readable SBOMs (e.g., in SBOM formats such as SPDX or CycloneDx
with serialization/file formats such as JSON, XML, or YAML) consistent with the minimum elements (also
referred to as "baseline attributes") identified in the October 2021 National Telecommunications and Information
Administration (NTIA) Multistakeholder Process on Software Component Transparency document "Framing
Software ComponentTransparency: Establishing a Common Software Bill of Materials (SBOM)."

The SBOM could also follow another industry best practice or standard if it contains the relevant information.

Framing Software Component Transparency: Establishing a Common Software Bill of Materials (SBOM)



E) Confidentiality: Manufacturers should ensure support for the confidentiality of any/all data whose
disclosure could lead to patient harm (e.g. through the unauthorized use of otherwise valid credentials, lack
of encryption).

• Manufacturers should provide details and evidence of the following testing and analyses: Abuse or misuse
cases, malformed and unexpected inputs; Robustness; Fuzz testing; Attack surface analysis;
Vulnerability chaining; Closed box testing of known vulnerability scanning; Software composition analysis of
binary executable files; and Static and dynamic code analysis, including testing for credentials that are
"hardcoded," default, easily guessed, and easily compromised

Security Controls (Appendix 1 elements)

A) Authentication:
Authentication of information exists where the device and the system in which it operates are able to prove
that information originated at a known and trusted source, and that the information has not been altered in
transit between the original source and the point at which authenticity is verified.

Authentication of entities exists where a device and the system in which it operates is able to prove the
identity of an endpoint (whether hardware and/or software) from which it is sending and/or receiving
information, or authorized user/operator at that endpoint.

B) Authorization: Authorization is the right or a permission that is granted to a system entity (e.g. a device,
server, or software function) to access a system resource. More specifically, as a defensive measure, an
authorization scheme enforces privileges (i.e. "rights" associated with authenticated sessions, identities and/or
roles). These privileges either permit allowed behavior, or refuse disallowed behavior to ensure that system
resources are only accessed in accepted ways by accepted parties.

C) Cryptography: Cryptographic algorithms and protocols are recommended to be implemented to achieve
the secure by design objectives outlined in Section IV of the Cybersecurity guidance.

D) Code, Data, and Execution Integrity: Please see Appendix 1.D of the cybersecurity guidance for
recommendations to address integrity issues.

G) Resiliency and Recovery: Devices should be designed to be resilient to possible cyber incident scenarios
(also known as "cyber-resiliency") and maintain availability. Cyber-resiliency capabilities are important for
medical devices because they provide a safety margin against unknown future vulnerabilities.

Please see the Cybersecurity guidance Appendix 1.A - 1.H for more information regarding these elements.

Cybersecurity Testing

The following security testing documentation and any associated reports or assessments should be
submitted:

Vulnerability Testing (such as section 9.4 of ANSI/ISA 62443-4-1)

• The testing should identify and characterize security-related issues via tests that focus on discovering and
exploiting security vulnerabilities in the product. Penetration test reports should be provided and include the
following elements: Independence and technical expertise of testers; Scope of testing; Duration of testing;
Testing methods employed; Test results, findings, and observations.



Vulnerability Management & Patching

For postmarket updates and patches to the device and related systems to address vulnerabilities with
controlled risks (i.e. sufficiently low (acceptable) residual risk of patient harm due to the vulnerability), provide a
description and justification for the timeline to make updates and patches on a regularly scheduled deployment
cycle.

For postmarket updates and patches to the device and related systems to address vulnerabilities with
uncontrolled risks (i.e. unacceptable residual risk of patient harm due to inadequate compensating controls and
risk mitigations), provide a description and justification for the timeline to make updates and patches as soon as
possible out of cycle.

For additional recommendations on remediating and reporting cybersecurity vulnerabilities, refer to FDA
guidance entitled "Postmarket Management of Cybersecurity in Medical Devices".

Cybersecurity Risk Assessment

• Manufacturers should ensure the adequacy of each cybersecurity risk control (e.g. security effectiveness in
enforcing the specified security policy, performance for maximum traffic conditions, stability, and reliability,
as appropriate).

Interoperability

• Mobile Apps including Mobile Medical Apps;

• Machine Learning;

• Advanced Analytics;

• Cloud Technology;

• Wireless Communication;

• Interoperability with other devices or systems;

• Software as a Medical Device; and

• Cybersecurity.

Please refer to the FDA guidance documents entitled "Cybersecurity in Medical Devices: Quality Management
System Considerations and Content of Premarket Submissions," "Postmarket Management of Cybersecurity in
Medical Devices," as well as "Design Considerations and Pre-market Submission Recommendations for
Interoperable Medical Devices," for FDA's recommendations regarding premarket submission documentation.

Providing documentation regarding the Interoperability of your device is recommended if the submission is a
Traditional or Abbreviated 510(k), and any of the above conditions are met. If the submission is a Special
510(k), and any of the above conditions are met, documentation is only recommended if any changes to the
device (in comparison to the primary predicate) could affect the Interoperability of the device.

Design Considerations and Pre-market Submission Recommendations for Interoperable Medical Devices



Please see our Radio Frequency Wireless Guidance to ensure you have properly documented and tested
your device, as well as recognized voluntary standards AAMI TIR69 and ANSI C63.27.

Other Cybersecurity Content

Cybersecurity in Medical Devices: Quality Management System Considerations and Content of Premarket
Submissions

Postmarket Management of Cybersecurity in Medical Devices

Medical Device Licence Applications: Cybersecurity Requirements

Manufacturers should indicate in the test reports by whom the testing was performed (e.g. independent internal
testers, external testers) and what level of independence those responsible for testing devices have from the
developers responsible for designing devices. In some cases, it may be necessary to use third parties to ensure
an appropriate level of independence between the two groups, such that vulnerabilities or other issues revealed
during testing are appropriately addressed.

For any third-party test reports, manufacturers should provide the original third-party report. For all testing,
manufacturers should provide their assessment of any findings (e.g. vulnerabilities and anomalies) including
rationales for not implementing or deferring any findings to future releases.


