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How confident are you that 
your device's cybersecurity 

strategy will meet FDA 
expectations the first time 

around?



Introduction
● About Me - Christian Espinosa

○ Involved with medical device 
cybersecurity since 2014

○ Sold first cybersecurity company, 
Alpine Security, in 2020

○ Health scare in Feb 2022
○
○
○
○
○ Started Blue Goat Cyber in 2022



About Blue Goat Cyber
● Guided hundreds of manufacturers through 

FDA premarket submissions and deficiency 
responses

● Worked with every category of medical 
devices, such as:
○ Infusion Pumps
○ Blood Glucose Monitors & Insulin Pumps
○ Remote Patient Monitors & Wearable ECGs
○ Implanted Cardiac Devices (Pacemakers, Defibrillators)
○ Ventilators & Critical Care Machines
○ Networked Surgical Robots & Deep Brain Stimulators

● 100% Success Rate
● FDA-Clearance Guarantee



Why Cybersecurity Is No 
Longer Optional

● Increasing Connectivity: By 2025, 
68% of medical devices will be 
network-connected: more entry 
points for cybercriminals 

● Ransomware Risks: Ransomware 
attacks have already disrupted 
critical hospital systems, impacting 
devices like infusion pumps, 
ventilators, and patient monitors



Examples of Medical Device 
Vulnerabilities

● Medtronic Insulin Pump Recall: 
vulnerabilities allowed attackers to alter 
insulin delivery remotely, posing 
life-threatening risks 

● St. Jude Pacemakers: flaws allowed hackers 
to interfere with functionality, such as 
battery depletion or pacing modification 

● WannaCry Ransomware:  attack affected 
MRI machines and other medical 
equipment, demonstrating the severe 
impact of ransomware on connected 
devices 



FDA’s Premarket Guidance

● Major cybersecurity update 
in Sep 2023

● Mandates all connected 
devices address 
cybersecurity risks:
○ Threat modeling
○ SBOMs (Software Bill of Materials)
○ SPDF (Secure Product 

Development Framework)
○ Postmarket monitoring
○ …and more



Top 5 Cybersecurity Deficiencies in 
Premarket Submissions

1. Comprehensive Threat Modeling
2. SBOM (Software Bill of Materials)
3. Patient Safety-Focused Risk Methodology
4. Early Cybersecurity Engagement in Design
5. Third-Party Penetration Testing

Missing or Inadequate…



FDA Deficiency Examples



1. Comprehensive Threat 
Modeling



Threat Modeling Diagram Example

Threat Modeling 
= identifying 
vulnerabilities 
and entry points 
through a trust 
boundary, aka 
the “attack 
surface”



STRIDE Framework



Threat Modeling Table Example



2. SBOM (Software 
Bill of Materials)



SBOM (Software Bill of Materials)

● Focuses on supply chain risk
● SBOM = comprehensive list of all 

software components included in a 
device, including open-source, and 
third-party software

● Provides transparency into the 
software dependencies, similar to 
how an ingredients list on packaged 
food discloses what’s inside

● The FDA requires an SBOM as part of 
medical device submissions 



SBOM Example



How confident are you that every 
component in your SBOM is being 

continuously monitored for 
vulnerabilities?



3. Patient 
Safety-Focused Risk 

Methodology



Patient Safety-Focused Risk 
Methodology

● Cybersecurity risks must align 
with patient safety outcomes. Not 
“traditional cybersecurity”

● Common submission failures: 
Risk assessments that focus only 
on technical issues without 
linking them to patient harm

● Priority is patient safety, not 
HIPAA (PHI disclosure)



Example Risk Matrix



Risk Ratings



4. Early Cybersecurity 
Engagement in 

Design



Build Security into Design—Not After

● Include cybersecurity early in the 
design phase to avoid costly 
rework

● Waiting until the final design 
review leads to delays and design 
changes

● Set clear cybersecurity milestones 
early in the product lifecycle

● Software developers do NOT 
understand cybersecurity



OWASP DevSecOps



5. Third-Party 
Penetration Testing



What Is Penetration Testing?

● Penetration testing is a simulated 
cyber attack performed on device by 
white hat hackers

● Vulnerability testing identifies 
vulnerabilities, penetration testing 
exploits them

● Provides holistic picture, from chaining 
vulnerabilities together



Validate Security with Third-Party 
Penetration Testing

● Third-party penetration testing 
provides an unbiased assessment of 
device security

● Independent testing improves 
submission credibility and identifies 
overlooked vulnerabilities

● Engage early and often
● Use a firm that specializes in 

medical device cybersecurity



Wrap Up



Key Takeaways for Successful 
Cybersecurity Submissions

● Start Early: Engage cybersecurity at the 
design phase

● Stay Transparent: Maintain a complete SBOM 
throughout the lifecycle

● Focus on Safety: Align risk assessments with 
patient safety

● Validate Security: Leverage third-party 
penetration testing for unbiased assessments

● Update Continuously: Refresh threat models 
and risk assessments regularly



Take Action Today: Build Secure and 
Compliant Devices

Proactive cybersecurity isn’t just a 
regulatory requirement—it’s a 
commitment to patient safety. 

Next Steps: Start planning your 
cybersecurity strategy today—don't let 
vulnerabilities slow you down.
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