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Penetration Testing | HIPAA
Security Risk Analysis | Fractional CISO
Medical Device Cybersecurity

About Us

At Blue Goat Cyber, we appreciate that every
person and organization faces an increased risk
of cyber attacks. We aim to use our resources

to do something about it.

Top Industries Core Values
\X/e Su ppo rt »  Think flexibly to solve problems

» Find the opportunity in every situation

HEALTHCARE

Hﬁﬂ » Listen carefully, respond clearly
ﬁ FINANCIAL » Own the problem, find the solution

» Grow beyond your comfort zone

@Q MANUFACTURING » Obsess over critical details

» Learn fast, learn often

AEROSPACE

30"' Years of Experience.



PENETRATION TESTING

» HIPAA Penetration Testing » PCI Penetration Testing

» Black Box Penetration Testing » White Box Penetration Testing
» Web Application Penetration Testing » Social Engineering

» Gray Box Penetration Testing » Wireless Penetration Testing

» SOC 2 Penetration Testing

All of our penetration tests include a Remediation Validation Test (RVT) to ensure success.

HIPAA SECURITY RISK ANALYSIS

We assist you in meeting the requirement to conduct an accurate and thorough assessment of the potential
risks and vulnerabilities to the confidentiality, integrity, and availability of electronic protected health
information (ePHI). Our HIPAA Security Risk Analysis helps you remain in compliance with the Health
Insurance Portability and Accountability Act (HIPAA) of 1996 Security Rule 45 C.F.R. Section 164.308(a)(ii)
(A) regulation as well to meet the requirement for a security risk analysis (SRA) under the Centers for
Medicare and Medicaid Services (CMS) Incentive Programs, Medicare Access and CHIP Reauthorization

Act (MACRA) and, Merit-Based Incentive Payments System (MIPS), as applicable.

FRACTIONAL CISO

The CISO-as-a-Service plays a strategic role within your organization by assisting your leadership team
with adopting a compliance and business-aligned risk assessment strategy. We also develop an overall
strategic cybersecurity plan that includes a 1, 2, and 3-year cybersecurity roadmap to meet your cybersecurity
objectives. Additionally, we act as your trusted advisor, providing guidance and recommendations on

cybersecurity best practices to help prevent cybersecurity incidents and data breaches.

MEDICAL DEVICE CYBERSECURITY

Blue Goat Cyber understands that the key objective of testing medical devices is often to assist with meeting
FDA cybersecurity requirements, such as the Premarket Notification 510(k) and Postmarket Submissions.
Our methodologies for medical device cybersecurity assessments and penetration testing are designed to
follow the guidelines detailed in industry-accepted

standards, including NIST, ISO, Center for Internet .
? Schedule a no-cost Discovery

Session with us to see how we
can help.
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